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Abstract-Mobile node communication lies at the core for 
applications such as disaster relief operations, intelligent 
transportation system that aim at enhancing the safety and 
efficiency of transportation systems. As it does not rely on any 
fixed infrastructure and all networking functions has to be 
performed in a self-organizing manner, securing mobile ad 
hoc networks become a challenging issue, due to the absence 
of centralized services, key exchange and so on. This paper 
introduces a framework called Secure and Self Organizing 
Key Management (S-SOKM). The framework takes 
advantage of the self organized structure that does not require 
trustworthy network and therefore ensures secure way of 
communication between the nodes in network. To offer higher 
amount of security at low average end to end delay, an Eigen 
Reputation model is proposed. The Eigen Reputation model 
evaluates the trust based on the neighbour node’s reputation 
and forwards the data packets according to the reputation 
count. In addition, one hop certificate exchange is performed 
to reduce the computational complexity and therefore 
increase the delivery ratio. Thus S-SOKM offers secure form 
of network. Experimental results exhibit consistency with the 
theoretical analysis, and show that S-SOKM achieves better 
security and lowers average end to end delay to other self 
organizing key structure. Also, S-SOKM achieves comparable 
data delivery efficiency to the state-of-the-art works.  

Keywords: Mobile Ad hoc networks, Self Organizing, Key 
Management, Certificate exchange, Eigen Reputation  

1. INTRODUCTION

Mobile ad hoc network with their self organizing 
property and high topology changes imposes security 
constraints to the mobile nodes in the network during data 
transmission. Many researchers have contributed towards 
security in MANET. A cooperative key agreement model 
[1] was designed to improve the security based on the 
secure secret key agreement protocol. However, in addition 
to the benefits it brings to mobile ad hoc network, 
communication and processing overhead also raises some 
practical issues. To address these issues, secure payment 
scheme with communication and processing overhead [2] 
was designed with the aid of evidence aggregation 
technique. However, the assumption that the nodes provide 
valid evidences cannot be held for efficient data 
acquisition. A method to provide secure and efficient data 
dissemination framework was introduced in [3]. 
Securitizing the network through anonymity was 
introduced in [4]. 

The concept of encryption using attributes is 
considered to be a promising approach that satisfies the 
requirements for secure data retrieval.  In [5], Cipher Text 
Policy Attribute Based Encryption was investigated for 
secure data retrieval. However, the problem of applying the 
attributed based encryption imposed several problems that 

mainly depended on the other nodes in the network. A 
solution to this was provided in [6] by introducing multiple 
one-way key chains that not only improved security but 
also reduced the communication overhead to obtain the 
key. Another method introduced in [7] provided an insight 
into temporal and spatial correlated channel coefficient that 
ensured key agreement.  

Considering the unique features of mobile ad hoc 
networks, the key management mechanisms to ensure 
security in the conventional network models are not 
specifically suitable to mobile ad hoc networks. Therefore, 
methods designed specifically for mobile ad hoc networks 
aiming at improving the security and data delivery ratio, are 
necessary.  

This paper considers the use of secure and self 
organizing key management framework for data packet 
transmission based on the public key certificate validity and 
Eigen reputation model. The work begins by using a simple 
public key certificate validity model to examine the 
neighboring nodes and to verify the existence of an 
efficient validity approach able to generate public key 
certificate. The work introduced an eigen reputation model 
for measuring the reputation and trust of the corresponding 
neighboring nodes and data packet transmission using one 
hop certificate exchange model.  

The remainder of this paper is organized as 
follows. Section 2 reviews the related works. Section 3 
presents S-SOKM framework. Security analysis and 
performance evaluation is given in Sections 4. Section 5 
provides the concluding remarks.  

2. RELATED WORKS

Security in mobile ad hoc networks can be 
provided either using a single authority domain or through 
full self-organization. In [8], security for vehicular 
networks was introduced within a game theoretic 
framework using input centrality measures based on single 
authority domain. In [9], a random network model with the 
neighboring nodes possessing primary security association 
was introduced to improve the throughput based on self 
organized public key scheme.  A secure high throughput 
multicast mechanism for wireless mesh network was 
introduced in [10] using a measurement and accusation 
based technique.  

Reliable data delivery using key management in 
MANET has received great attention due to the self 
organized nature of the network. In [11], a reliable data 
delivery model using Virtual Destination-based Void 
Handling was introduced ensuring security. Another 
method introduced in [12], discovered and verified the 
neighbor positions before sending data, reducing the attack 
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rate. A key generation process used in [13] provided an 
insight into secure communication for exchanging 
information using fuzzy-cryptography scheme. A 
probabilistic key distribution model used in [14] also 
ensured security using Hash Message Authentication Code 
(HMAC).  

 Whenever symmetric cryptography technique is used 
in ad hoc network, public keys of the nodes need to be 
made available in a secure manner. In [15], public key on 
regular nodes were cached to provide fault tolerant 
mechanisms and also ensured mechanisms to protect 
against attacks. A secure collaborative key management 
was introduced in [16] to ensure security using Diffie 
Hellman assumption.  

In [17], a secret sharing key mechanism was 
investigated to reduce the energy consumption reducing the 
high possibility of common keys. Secure data 
communication through cipher based scheme [18] was 
introduced to ensure real time data transmission using 
chaotic stream cipher-based cryptography scheme. Group 
key agreement scheme [19][20] used public key certificate 
management for not only improving the security but also 
reduced the consumption of resources during certificate 
verification process.  

Comparing with previous works, our solution 
adopts a secure and self organizing key management 
framework and improves the security and therefore the data 
delivery ratio. Also, we ingeniously use the public key 
certificate validity to validate the certificate of the 
corresponding neighboring nodes, which reduces the 
average end to end delay.  
 

3. SECURE AND SELF ORGANIZING KEY 

MANAGEMENT 
3.1 Problem statement 

Let us consider a graph ‘ , ’ where ‘ ’ 
represents the vertices and ‘ ’ represents the edges of with 
the graph ‘ ’ called as the key exchange graph. The 
vertices of the key exchange graph represent public keys 
whereas the edges represent one hop certificates. A one hop 
certificate chain from a public key ‘ ’ to another public 
key ‘ ’ is denoted by a directed path from vertex 
‘ ’ to vertex ‘ ’ in key exchange graph ‘ ’. Now 
the problem is stated as follows. With the key exchange 
graph, a secure and self organizing key management 
framework for improved data delivery ratio with reduced 
average end to end delay is designed. Figure 1 shows the 
block diagram of secure and self organizing key 
management framework. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1 Block diagram of secure and self organizing key management framework 
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As illustrated in figure 1, the considered S-SOKM 
improves security and data delivery ratio through three 
phase model, namely, key generation, Eigen Reputation 
Trust Management model and One Hop Certificate 
Exchange. The Key Generation model includes the 
generation of public/private key of the mobile nodes in a 
self organizing manner. The Eigen Reputation Trust 
Management model obtains the reputation and trust of each 
mobile node and accordingly to the trust factor, one hop 
certificate exchange is performed.   

  
3.2 Key generation  

The first step towards the design of Secure and 
Self Organizing Key Management framework is the 
generation of public/private key. The public key and the 
equivalent private key of each mobile node in MANET are 
created by the corresponding mobile node itself. Let us 
consider two mobile nodes ‘ ’ and ‘ ’. If the mobile 
node ‘ ’ believes that a public key ‘ ’ belongs to 
another mobile node ‘ ’, then the mobile node ‘ ’ 
grants a public key certificate in which ‘ ’ is bound to 
‘ ’ by the signature of ‘ ’. It is mathematically 
formulated as given below. 
 → ∶ 		 	∀	 , 	 ∈ 1,2, … ,   (1) 
The public key certificates ‘ ’ consist of the public key, 
public key issuing time ‘ ’ and public key expiring 
time and ‘ ’ respectively.  
 →	 , ,    (2) 

The public key issuing and expiry time in (2) is 
used in S-SOKM framework to avoid the mobile node pair 
being held by the network for longer duration of time. 
When a public key certificate expires (meets the ‘ ’) 
and the issuing mobile node believes that the certificate is 
still valid, the issuing mobile node issues an updated 
version of the same certificate. The updated version 
includes old public key certificate but with the updated 
public key issuing and expiring time ‘ ’ and 
‘ ’ respectively. The updated version is 
mathematically formulated as given below. 

→ , , 	  (3) 
From (3), the updated public key certificate is 

evaluated that in turn reduces the average end-to-end delay 
of key generation. Figure 2 shows the Key Generation 
algorithm.  

The key generation algorithm as shown above 
involves the generation of public/private key pairs using 
self organizing key framework. This framework allows the 
mobile nodes to generate their own public/private key 
pairs. The performing mobile nodes (that has to send data 
packets) issue public key certificates based on the other 
mobile node’s public keys.  

To avoid the mobile nodes to exploit the network 
entirety, issuing time and expiry time is provided by the 
mobile node. Whenever the expiry time is reached, the 
process is continued but with the updated issue and expiry 
time. In this way, average end-to-end delay between the 
mobile nodes for key generation is minimized.  

 
Input: Mobile Nodes ‘ , , … , ’, Public Key ‘ , , … , ’, public key 
issuing time ‘ ’, public key expiring time ‘ ’ 
Output: Optimizes end-to-end delay 
Step 1: Begin 
Step 2:         For each Mobile Nodes ‘ ’ 
Step 3:                  Evaluate public key certificate using (2) 
Step 4:                  If (public key expiring time = ‘ ’) 
Step 5:                            If (public key certificate valid) 
Step 6:                                        Evaluate updated version of public key certificate using () 
Step 7:                            Else  
Step 8:                                        Public key invalid 
Step 9:                            End if 
Step 10:                Else 
Step 11:                        Go to step 3 
Step 12:                 End if  
Step 12:          End for 
Step 13: End 

Figure 2 Key Generation algorithm 
 

3.3 Eigen Reputation Trust management 
The second step towards the design of Secure and 

Self Organizing Key Management framework is the Eigen 
Reputation Trust management model. The Eigen 
Reputation Trust management in S-SOKM framework is 
applied with the objective of validating the mobile nodes in 
the network.  

The trust management is evaluated with the aid of 
Eigen Reputation factor. Each mobile node in the network 
measures the Eigen Reputation factor of its neighbourhood 
mobile nodes. This is performed with the objective of 

measuring the reputation of the nodes and therefore 
improving the security. Let ‘ ’ be the neighboring node 
of ‘ ’. Then the Eigen Reputation Factor ‘ ’ of its 
neighboring nodes is mathematically evolved as given 
below. 
																				 	∑    (4) 

Where ‘ ’ is the neighboring nodes of the 
network with ‘ ’ symbolizing the total number of mobile 
nodes in the network. Once the neighboring nodes 
reputation is evaluated using the Eigen Reputation Factor, 
the trust value for the corresponding node is obtained. In 
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order to evaluate the trust value ‘ , ’, the difference 
between the percentages of data packets forwarded ‘ , ’ 
to the percentage of data packets dropped ‘ , ’ over the 
total number of data packets ‘ ’ offered to the 
neighboring nodes ‘ ’ is measured. Here ‘ , ’ is the 
percentage of data packets initiated ‘ ’ from ‘ ’ that 
was forwarded ‘ ’ by ‘ ’ over the total number of 
data packets provided to ‘ ’.  

 ∑ ,, →                 (5) 

On contrary, ‘ , ’ is the percentage of data 
packets that were dropped ‘ ’ over the total number of 
data packets provided to ‘ ’.  

 ∑ ,, →   (6) 

Finally, trust management is performed with each 
of its direct neighbor nodes with the aid of the above 
‘ , ’ and ‘ , ’ respectively.  
 , 	 , , 	  (7) 

From (7), the Eigen Reputation Trust management 
is evolved for any mobile nodes. With the obtained trust 
value of the neighboring nodes, the decision regarding the 
data packet forwarding is made in an efficient manner, 
thereby improving the security factor. Figure 3 shows the 
Eigen Reputation Trust algorithm aiming at improving the 
security during data forwarding.  

As shown in the algorithm, with the objective of 
improving the security, for each mobile node, the 
reputation of the neighboring mobile node is measured. The 
reputation of the neighboring node is obtained through data 
packet forwarding and data packet drop rate. Followed by 
this, the measure of trustworthiness is obtained by 
assigning a threshold factor. Comparison with this 
threshold factor to the resultant output obtained from 
reputation measures the trustworthiness of mobile node. 
With this, the neighboring nodes through which data 
packets are forwarded through one hop certificate exchange 
are obtained. This in turn improves the security during data 
forwarding. 

 
Input: Mobile Nodes ‘ 	 , , … , ’, Public Key ‘ , , … , ’, Threshold ‘ ’ 
Output: Improved security  
Step 1: Begin 
Step 2:         For each Mobile Nodes ‘ ’ 
Step 3:                   If ( 	is neighbour to the   node) 
Step 4:                    1 
Step 5:                               Measure Data Packet Forwarding Rate using (5) 
Step 6:                               Measure  Data Packet Drop Rate using (6)  
Step 7:                               Measure trust factor using (7) 
Step 8:                              If ,   >  
Step 9:                                         Neighboring nodes are highly secured nodes 
Step 10:                                         Perform certificate exchange through neighboring nodes 
Step 11:                            Else 
Step 12:                                         Neighboring nodes are not secured nodes 
Step 13:                                         Do not perform certificate exchange  
Step 14:                            End if    
Step 15:                   Else 
Step 16:                               0 
Step 17:                               Go to step 3 
Step 18:                    End if 
Step 17:           End for 
Step 18: End  

Figure 3 Eigen Reputation Trust algorithm 
 
Input: Source node ‘ ’, Mobile Nodes ‘ , , … , ’, Public Key 
‘ 	 , , … , ’, Destination node ‘ ’, Data Packets ‘ , , … , ’ 
Output: Optimizes data delivery ratio  
Step 1: Begin 
Step 2:          For each Mobile Nodes ‘ ’ 
Step 3:                   If ‘ ’ has not certificates of ‘ ’ 
Step 4:                            Then ‘ ’ forwards ‘ ’ to neighbour nodes 
Step 5:                   Else ‘ ’ forwards ‘ ’ to ‘ ’ to obtain public key certificate 
Step 6:                    End if  
Step 7:            End for 
Step 8: End  

Figure 4 one hop certificate exchange algorithm 
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3.4 One Hop Certificate Exchange (ref 4) (Improves 
delivery ratio) 

Finally, the one hop certificate exchange in Secure 
and Self Organizing Key Management framework helps the 
mobile nodes to authenticate themselves with the 
neighboring mobile nodes in the network before they 
perform data packet transmission. 

In order to improve the reliability of Eigen 
Reputation Trust Management, One Hop Certificate 
Exchange mechanism is adapted in S-SOKM framework. 
During the One Hop Certificate Exchange, the public key 
of a node is certified by the one hop mobile nodes through 
certificate exchange. As a result of One Hop Certificate 
Exchange, the confidence assigned to the certificates is 
higher. Moreover, the authentication is performed 
mutually, improving the delivery ratio. Figure 4 shows the 
one hop certificate exchange algorithm 

The one hop certificate exchange algorithm 
performs authentication with the aim of improving the 
delivery ratio through corresponding neighboring nodes. 
According to the public key certificate, if the mobile source 
node has certificates (public key certificate) of DN, the data 
packets are forwarded to the neighboring nodes. On 
contrary, with no certificates obtained from the neighboring 
nodes, the mobile nodes forward data packets to the source 
node to iterate once again with the objective of acquiring 
the certificate. In this way, the mobile nodes send their data 
packets only to the neighboring nodes possessing 
certificates. In this way not only security is improved but 
also the data delivery ratio.  

 
4. EXPERIMENTAL SETTINGS 

This section evaluates the proposed secured data 
delivery framework through simulation results by adopting 
NS2 simulator. Study presents the performance of the 
Secure and Self Organizing Key Management (S-SOKM) 
framework and compares with its traditional Cooperative 
Key Agreement (CKA) [1] and Secure Payment Scheme 
(SPS) [2] for Mobile Ad hoc network.  

To evaluate the performance of S-SOKM 
framework, a network consisting of 70 mobile nodes within 
the 1500 * 1500 rectangular area using Random Waypoint 
Model as the mobile model is used. The source destination 
combination for S-SOKM framework is spread in the 
network in random form where the packet rate is set as 9, 
18, 27,…, 63 packets / second. The mobile nodes in the 
network select a random speed between the minimum 
speed value 0m/s and a maximum speed of 35m/s. The 
simulation is conducted for S-SOKM framework with 
multiple instances of the mobile nodes and various routing 
modes in mobile ad hoc network. The metrics used in the 
evaluations are number of mobile nodes, average end to 
end delay, security and data delivery ratio for rendering self 
organizing key management framework.  
  
4.1 Impact of average end to end delay 

The average end to end delay is the product of 
time taken to obtain the public/private key to the number of 
mobile nodes in the network.  
 	 ∑ ∗   (8) 

Where ‘ ’ symbolizes the average end to end 
delay and ‘ ’ represents the mobile nodes in network. 
The average end to end delay is measured in terms of 
milliseconds.  

 
Table 1 Tabulation for average end to end delay 

Mobile 
nodes 

Average end to end delay (ms) 
S-SOKM CKA SPS 

10 0.35 0.48 0.55 
20 0.52 0.65 0.72 
30 0.68 0.81 0.88 
40 0.48 0.61 0.68 
50 0.61 0.74 0.81 
60 0.78 0.81 0.88 
70 0.65 0.78 0.85 

The table 1 represents the average end to end 
delay obtained using NS2 simulator and comparison is 
made with two other methods, namely CKA [1] and SPS 
[2].  

 
Figure 5 Measure of average end to end delay 

Figure 5 illustrates the average end to end delay 
for key generation versus number of mobile nodes in the 
network. As shown in the figure, the average end to end 
delay rate is proportional to the number of mobile nodes. 
With the increase in the simulation time, number of mobile 
nodes to obtain the public key also increases, the S-SOKM 
framework reduces the average end to end delay compared 
to CKA [1] and SPS [2]. At the same time, the average end 
to end delay observed is not linear and varies due to the 
change in topology resulting in the mobile node positional 
changes.  

From results, we observed that as the number of 
mobile nodes increases though average end to end delay 
increases, comparatively the performance of S-SOKM 
framework is better than that of CKA by 21.92% and SPS 
by 34.72%. Here the S-SOKM framework reduces the 
average end to end delay as we are performing Self 
Organized Key Management based on the Key Generation 
algorithm that obtains the public/private key through 
updated public key at reducing the number of 
transmissions. As a result, it reduces the average end to end 
delay for key generation and therefore transmit the total 
packets to the destination in an efficient manner.  
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4.2 Impact of security 
Security with respect to data packets being 

forwarded is measured on the basis of data packets received 
by the neighboring node in MANET. Therefore, security is 
the difference between the total packets sent to the packets 
not received by the neighboring node.       
														 	 	 	    (9) 
 From (9), ‘ ’ refers to the data packets sent and 
‘ ’ refers to the data packets not received by the 
neighboring node in MANET. It is measured in terms of 
packets per second (pps).  

Table 2 Tabulation for security 
Data Packets 

Sent 
Security (pps) 

S-SOKM CKA SPS 
9 7 6 5 

18 13 11 9 
27 21 18 15 
36 31 28 24 
45 39 35 32 
54 48 45 40 
63 57 52 48 

 
Table 2 represents the comparison results of 

security and performance with 70 mobile nodes with an 
average of 63 data packets sent for simulation purpose.  
 

 
Figure 6 Measure of security 

 
Figure 6 shows the quantitative results to compare 

the security performance of the three methods. To 
investigate the impact of security, we ran a simulation 
varying the number of mobile nodes and data packets being 
sent in the network. Specifically we fix the maximum speed 
of mobile node to 25 m/s and vary the number of mobile 
nodes from 10 to 70.  Figure shows that the security with 
varying data packets increases as the number of data 
packets being sent is increased by applying all the methods. 
However, by applying S-SOKM framework, the security 
achieved is comparatively high. This is because of the 
node’s genuine nature observed through Eigen Reputation 

Trust management that forwards the data packet based on 
the reputation of the neighboring nodes, leading to 
minimum utilization of delay, reducing the data packet 
drop rate and therefore improving the security. Therefore 
the security is improved in S-SOKM by 11.27% compared 
to CKA and 22.98% compared to SPS.  
 
4.3 Impact of data delivery ratio 

Data delivery ratio is the number of delivered data 
packet to the destination. The data delivery ratio illustrates 
the amount of delivered data packets to the destination. The 
data delivery ratio is formulated as given below. 

                 	 ∗ 100   (10) 

Where ‘ ’ represents the data delivery ratio 
that is measured using the data packets received ‘ ’ to 
the data packets sent ‘ ’. It is measured in terms of 
percentage (%).  

Table 3 Tabulation for data delivery ratio 
Data Packets 

Sent 
Data Delivery Ratio (%) 

S-SOKM CKA SPS 
9 75.35 64.19 54.28 

18 79.14 68.10 58.04 
27 84.29 73.24 64.16 
36 73.14 62.10 53.04 
45 78.27 67.23 56.17 
54 83.14 72.10 63.04 
63 85.21 75.17 64.11 

To conduct experiments and analyze data delivery 
ratio, a network scenario with 9 data packets with an 
average of 763KB with each data packets holding 9KB is 
considered. The results observed was the data packet 
received using S-SOKM was 7, 6 using CKA and 5 using 
SPS. Table 3 shows the tabulation for data delivery ratio 
and the resulting graph is plotted in figure 7. Its 
performance increases with the increase in the number of 
data packets sent in the network.  In figure 7 we can see 
that the One Hop Certificate Exchange deployed in S-
SOKM framework performs better in terms of data delivery 
ratio compared to the other conventional methods [1] [2]. 

 
Figure 7 Measure of data delivery ratio 
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The results utilizing S-SOKM framework shows 
that using one hop certificate exchange algorithm has 
resulted in better data delivery ratio compared to [1] [2]. 
While CKA and SPS improved data delivery ratio but at the 
cost of security whereas, applying the one hop certificate 
exchange algorithm, not only the data delivery ratio is 
improved but at the rate of improved security. On the other 
hand, by applying One Hop Certificate Exchange, the 
confidence is measured and assigned to the certificates 
according to the confidence value based on the public key 
certificate possessed by the destination node. In figure 7, 
the S-SOKM framework achieves an increase of about 
13.73% and 26.16% in data delivery ratio.  
 

5. CONCLUSION 
In this paper, we have proposed S-SOKM, a 

Secure and Self Organizing Key Management framework 
for MANET. S-SOKM first generates the public key 
certificate, with the help of a simple public key certificate 
validity that generates public/private keys. This analysis 
reveals that an optimal key certificate generation approach 
therefore reduces the average end to end delay required to 
achieve a key for each mobile nodes. The framework also 
examines the reputation and trust of neighboring mobile 
nodes, and demonstrates that with the high reputation and 
trust nodes, data packets are forwarded and therefore 
improving the rate of security. Finally, one hop certificate 
exchange assigns the confidence to the certificates based on 
the authentication through Eigen Reputation Trust 
Management to enhance the data delivery ratio. We 
demonstrate through analysis and experiments that our self 
organizing key management framework is effective 
improving the security, data delivery ratio, and imposes an 
average end to end delay.  
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